Important Note : 1. On completing your answers, compulsorily draw diagonal cross lines on the remaining blank pages.

50, will be treated as malpractice.

2. Any revealing of identification, appeal to evaluator and /or equations written eg, 42+8
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Slxth Semester B.E. Degree Examlnatlon, June/July 2023
Cryptography Network Securlty and Cyber Law

Max. Marks: 100

Note: Answer any FIVE full questions, ch()‘uo\\% g ONE full question, ‘om each module.
%

‘Module-1 .

Discuss common attacks on cybe

securlty Mg (10 Marks)
Explain Extended Euchdeanwa orithm for computing the: multlphcatlve inverse of a given

integer mod n. Apply the same or evo lving multiplicative inverse of 15 mod 26. (06 Marks)
Calculate the value of x, using CRT for the following, congruent equations:

x=3 mod 5
x =5 mod 6
x=2 mod 7. (04 Marks)
Discuss about R1ngs and Fields. (08 Marks)

Find the wmber of generators in the lnteger group <Zr7 ; (02 Marks)

13(14]115]16 |17
Apply encryption=and decryption usin

Hill Cipher method for the message block {Q, P}

\a

\Jw, D H
using the(ﬁkey; matrix K = [P M} ) & (04 Marks)
With the-relevant diagram, explain DES block ciph Mg’éneration algorithm. (06 Marks)
) Module-2+
_Descrlbe the working of RSA algorithm apply RSA to encrypt the text message M. Consider
“p=3,q=7and M =0010100100. \v_ 4 (10 Marks)
v Write a short note_on Blrthday paradox. ¥ (04 Marks)
- Explain HMAC algorithm. (06 Marks)
Explain the oonstruction of SHA-1 to generate MAC. (10 Marks)
Explain Diffie Hellman key exchange algorithm. Compute shared secret key ‘K’ between
user-A and user-B when»p =13,g=2,a=7,b=35. (10 Marks)
Module-3
Explain shared et based mutual authentication. (06 Marks)
[lustrate SSL record layer protocol. (04 Marks)
Explam the Worlfmg of Needham Schroeder protocol for authentication. (10 Marks)
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OR

Explain KERBEROS authentication protocol. (10 Marks)

Explain IP security in tunnel and transport mode for AH and:-ESP. (10 Marks)
(10 Marks)
(10 Marks)
(10 Marks)

Explain following worm. Propagatlon models )

i)  Simple Epidemic Model. g

ii)  Kermack-McKendrick M wdel 3 (10 Marks)

Module-5 P
What is Information Technology Act? Discuss its airhs and objectives. (10 Marks)
Who is a controller? Outlme his functions and powers . 4 (10 Marks)
3% ORA L 4

Describe the provisions of the IT-Act as regards the following:

i) Legal, reco gnrtron of electronic records.

ii i 10 Marks)

ii)  Failure to furnish mform@atlon return. ej“ (10 Marks)
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