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Seventh Semester B.E. Degree Exa ion, Feb./Mar. 2022

Important Note : 1. On completing your answers; compulsorily draw diagonal cross lines on the remainiﬁg blank pages.

50, will be treated as malpractice.

2. Any revealing of identification, appeal to evaluator and /or equations written eg, 42+8

Time: 3 hrs. %“‘ o wax. Marks: 100
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Note: Answer any FIVE full questiorg.%efzming ONE full questiog ;mm each module.
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E&! odule-1 é"sé

Draw the simplified medel 0; Jimetric encryption and e@in (06 Marks)
With a neat schematic, explain fhe DES encryptlon algogihm (10 Marks)
Encrypt he plaintext “E{fﬁ@ RONICS” using a play, lI 01pher with a key “INDIA”.

(04 Marks)

&
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“CRYPTOGRAPHY«%)ng HILL CIPHER technique w1th key matrix

decrypt the same. % (10 Marks)

#gonfusion and Diffusion ('-‘-g»- her:
1) Block cipher and stream ciphers.
Explain Caesar cipher w1t5 an%xample

Avad

Explain RSA ' Opelatlon 0

(06 Marks)

% (04 Marks)
cfyptography. (06 Marks)
“opcryption of plain text and

decryption of e text using RSA ,e=7and M =5 (10 Marks)
Explain the Elg al cryptosyste (04 Marks)
&
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uthentication andssecrecy in public-key cryptosystem.
* (06 Marks)
Expi‘%in Diffie-Hellmdn Ay exchange aig@nthm Apply Diffie-Hellman key exchange

‘ gorlthm forq=74, i s 7. A’s private key is 5, B’s private key is 12.

O (10 Marks)
s must a pubhc-key cryptosystems fulfill to be a secure algorithm?
, By (04 Marks)
hvad
¥ Module-3

With a neat diagram, exp, am public-key authorlty and public-key certificates techniques for
the distribution of pubh : (08 Marks)
etlc on the elhptlc curve E23 (1, 1), P = (3, 10) and Q = (9, 7).

Apply Elliptic curve ari
Find: 1) P+Q i1),2P# (06 Marks)
Explain ECC Biffie-Hellman key exchange elliptic curve encryption and decryption
process. % (06 Marks)
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" Draw a diagramg@”%llﬁ}‘s rate IP security scendrlogand also explain benefits of IPsec.
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OR .% -
With relevant diagram, explain the key distribution scen axt;i:”% (07 Marks)
With a neat diagram, explain pseudo random number gehe; ation based on RSA (07 Marks)
With a neat diagram, explain secret key d1str1but1o%t confidentiality and authentication.
5 v (06 Marks)
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Mo duleﬁ
* With a neat diagram, explain the general of X.509 certificate. ﬁ}&” (10 Marks)
With relevant diagram, explain the coxa%y 1ahty and authentlcag%‘@ervwes provided by
PGP protocol. (10 Marks)
&
fﬁ% R &%
Explain Kerberos version and sage exchanges. (07 Marks)
With relevant diagram, explaih fhe . DKIM functional ﬂo‘g (08 Marks)
Describe the various headerdi ds defined inMIME 4 : (05 Marks)

~,

Modu]e—S %3%;%

) e (08 Marks)
Discuss the to el foriat of an Encapsylating Security Payload (ESP) packet. (08 Marks)
List the 1 Grﬁ"gnt features of IKE KEY D Ermination algorithm. (64 Marks)

A
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Dra#and explain the IP traffic ﬁf@@essing model for 1 d and outbound packets.
¥ ‘ (10 Marks)

(10 Marks)
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