
A Novel Approach to Digital Image Steganography of Key-Based Encrypted Text

Sreeparna Chakrabarti
Department of MCA

Acharya Institute of Institute
Bangalore, India

sreeparnachakrabarti@acharya.ac.in

Debabrata Samanta
Department of MCA

Acharya Institute of Institute
Bangalore, India

debabrata.samanta369@gmail.com

Abstract—Encryption is the method by which we can encode
the intended piece of information in such a way that only the
people whom we want to pass that information can understand
its actual meaning. Digital Image Steganography the message
is hidden in an image in such a way that the onlookers cannot
even guess that it is not a normal image. Nowadays security
is a vital issue while transmitting a message. So in this paper
we have proposed a unique way of transmitting the message
securely. First we have encrypted the message to an image
which needs a secret key to be decrypted. Then we have hidden
that image inside another image by steganographic approach.
By thistwo level hiding we can ensure stronger security.

Keywords-Ascii Integer, Cover Image, FiboSum, Pixel Map-
ping, Stego Image.

I. INTRODUCTION

Steganography is the method used for concealing a piece
of information (which can be message, image or file) within
another message, image or file. The word ”Steganography”
is derived by combining the Ancient Greek words steganos
, meaning ”covered, concealed, or protected”, and graphein
meaning ”writing” [7]. The basic assumption is that if
any feature is visible to the onlookers, which makes them
understand that some hidden information is present in
the message image or file, they might be interested to
find what it is. Thus the main aim of steganography is
to hide the fact that some hidden information exists!
Steganography can be categorized with respect to three
types of carriers: Steganography in image, steganography in
audio and steganography in video. Private key is a common
secret key shared between the sender and receiver of an
encrypted message using which an intelligent message can
be encrypted and transformed to an unintelligent message
and can be again decrypted and recover the intelligent
message [8-11].

The key has to be passed to the receiver by the sender
while sending the message. In Digital Image Steganography
the piece of information is hidden inside an image. Encryp-
tion is on the other hand a process by which we can encode
our message in such a way that only the person for whom
the message is intended can read it. Anyone seeing it will be
able to guess that something is hidden inside, but they will

Figure 1. Basic Diagram of Image Steganography

not be able to find out what! Hence secure communication
is possible even in presence of third parties. So there lies
the basic difference between steganography and encryption.
Hence, our main purpose is to use both the techniques in a
unique way so that security is enhanced.

II. RELATED WORK

In one of the existing systems the original message was
encrypted twice using traditional techniques. The cipher is
then hidden inside an image. As key they have used a
reference matrix for selection of passwords depending on
the properties of the image [1]. In one more existing system
both the concepts of cryptography and steganography have
been combined to get tighter security [2]. The author stated
that if data is embedded in the image the color frequencies
are changed in a predictable way. To avoid that the encrypted
cipher has been hidden inside a multimedia image file. But
the cryptographic technique they have used is Asymmetric
Key Cryptography [12-13]. As we know that public key
encryption uses huge mathematical calculations and hence
lot of time is needed for encryption and decryption. Also
according to some it is not completely safe. In another
existing paper the secret information is fabricated into a
binary image to convert it to a gray scale image [14-16].
(2, 2) visual cryptographic shares are generated from this
converted gray scale image and these shares are hidden into
separate meaningful images [3]. But due to pixel expansion,
the width of the decoded image is twice as that of the



original image. This leads to loss of information since the
aspect ratio is changed. In another existing system a secret
message has been inserted into an image using random LSB
[17-20]insertion method in which the secret data are spread
out among the image data in a seemingly random manner[4].
A secret key has been used in that. But in LSB related
method extraction is very easy. In one more system the secret
message is encrypted first by using a new cipher which is
extended from Hill cipher. Then that message is embedded
into certain bit locations of darkest and brightest pixels of
the carrier image. [5] But since Hill Cipher is based on
linear System plaintext attack is possible. Even in an existing
system QR-Crypt block cipher cryptography technique has
been introduced. According to the authors QR-Crypts has
new features and encryption takes place at dual level of
across the string as well as across the cipher image [6].
But as stated by the authors that for IP routing environment
one more parameter is needed, which is robustness.

III. RESEARCH METHODOLOGY

The novel part of our research methodology to convert
a user message to a corresponding image matrix using the
following methods and shown in figure 1.

1) Convert user message to an array of its ascii equivalent
values

2) Normalize the array by subtracting 32 (the least ele-
ment in a normal keyboard) from each element of the
array.

3) Get the number of new sentences in the message by
finding out number of ”.”in the message.

4) Get the sum of the similar number of Fibonacci
numbers.

5) Add this sum to each element of the array which
results in the final matrix.
Figure 2 explain our novel research methodology.

Figure 2. Flow of Novel Methodology

IV. WORK FLOW DIAGRAM

Figure 3 and figure 4 demonstrate the total work flow of
Sender and Receiver side respectively.

Figure 3. Diagram of Sender



Figure 4. Diagram of Receiver

V. ALGORITHM OF IMAGE STEGANOGRAPHY OF
KEY-BASED ENCRYPTED TEXT

Input : Cover Image, Secret Message.
Output : Stego Image.

1) Get user message from Console
2) initialize integer data array

Fx =
∑
i

Ci (1)

3) initialize sentence counter to zero
4) while end of line is not reached in message

get the character of the message
convert the character to ascii integer
subtract 32 from integer
add the integer to the integer data array

Qx =
∑
i

[Ci − Kcont] (2)

Kcont = 32 (3)

5) for all the elements of the array
if the element value is 14
increase sentence counter by 1

6) fiboSum = Get the sum of the n number of Fibonacci
numbers where n is equal to sentence counter

7) for all the elements of the integer array
element = element− fiboSum
Yi = No.ofSentences.

Pfibx =
∑
i

fibi[Yi] (4)

FMtrix = Qx + Pfibx (5)

8) Display the integer array
9) Return the stego image

10) End

VI. RESULT

Text 1:
The quick brown fox jumps over the lazy dog.
Text 2:
Steganography is the science that involves communicating
secret data in an appropriate multimedia carrier, e.g., image,
audio and video files. It comes under the assumption that
if the feature is visible, the point of attack is evident, thus
the goal here is always to conceal the very existence of the
embedded data. This paper presents a novel technique for
image steganography based on Huffman Encoding.
The steganographic image should appear as a normal image
so that it does not attract attention to itself. Below are the
results of application of the algorithm on two famous images
Lena and Pepper.

Figure 5. A) Cover Image B) Stego Image of Lena and Pepper after
embedding for Text 1.



Figure 6. A) Cover Image B) Stego Image of Lena and Pepper after
embedding for Text 2.

VII. QUALITY METRIC

A. Mean square error (MSE)

The MSE is the cumulative squared error between the
compressed and the original image.

MSE = 1/MN

M∑
y=1

N∑
x=1

[I(x, y) − I ′(x, y)]2 (6)

where I(x, y) is the original image, I ′(x, y) is the approx-
imated version (which is actually the decompressed image)
and M,N are the dimensions of the images. A lower value
for MSE means lesser error. Hence a better compression
technique will always have a lower value for MSE.

B. Peak signal-to noise ratio (PSNR)

PSNR is a measure of the peak error.

PSNR = 20 ∗ log10(255/sqrt(MSE)) (7)

Logically, a higher value of PSNR is good because it
means that the ratio of Signal to Noise is higher. Here, the
signal is the original image, and the noise is the error in
reconstruction of the original image after decompression.
Hence a better compression technique will always have a
higher value for PSNR.

C. Similarity Measure

Image comparison is one of the most difficult and complex
problem in image processing. An image has many different
parameters to look upon like scale, brightness shape, size
orientation. To determine which parameters are relevant in
some situations and which are not is a daunting task for
humans too. But these are some of the methods we can
think of to determine the similarity of the images. An
image similarity measure quantifies the degree of similarity
between intensity patterns in two images (Cover Image and
Stego Image ). The choice of an image similarity measure
depends on the modality of the images to be registered.

1) Correlation coefficient: The Pearson’s method is
widely used in statistical analysis pattern recognition and
image processing. Applications on the later include com-
paring two images for image registration purposes, disparity
measurement, etc.Correlation coefficient between two ran-
dom variables X and Y is defined as

ρ(X,Y ) =
Cov(X,Y )√

Var(X)Var(Y )
. (8)

The correlation coefficient r between two samples xi and
yj is defined as r = Sxy/

√
SxxSyy.

2) Entropy: E = entropy(I) returns E, a scalar value
representing the entropy of gray scale image I. Entropy
is a statistical measure of randomness that can be used
to characterize the texture of the input image. Entropy is
defined as

E = −
∑

p ∗ log(p) (9)

where p contains the histogram counts returned from imhist.
By default, entropy uses two bins for logical arrays and 256
bins for uint8, uint16, or double arrays.

VIII. ANALYSIS OF THE RESULTS

The proposed steganography approach for hiding
information of a gray scale is tested to get the measure of
its effectiveness. The embedding capacity of the proposed
method is better than most of the existing methods. The
MSE and PSNR values are calculated after embedding the
message in several coefficients of the cover image. The
MSE and PSNR values are better than the existing methods.
The steo image and the cover image are almost identical.
This has been proven by analyzing the similarity measure
between the two images.

Table 1 : Quality Metric for Text1



Table 2 : Quality Metric for Text2

Figure 7. Graphical representation for Lena in TEXT 1

Figure 8. Graphical representation for Peepar in TEXT 1

IX. CONCLUSION AND DISCUSSION

The proposed technique for steganography is to deal with
gray scale image which can embed the secret message into
image without causing much distortion of the cover image.
Although this technique maps each two bit of the secret
message to the pixels of the cover image, the technique can
be extended to map n number of bits too by considering the
number of features of the embedding pixels. The technique
is also capable of extracting the secret message from steno
image without the cover image. The future work should
concentrate on applying this technique on color images.
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