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Abstract - The main purpose of key distribution is to 
provide efficient and effective security to commence with 
security providing schema in view of smart devices in IOT 
generally focalize on cryptographic method. In established 
usage of key distribution mechanism in real-time system 
services, it is most often deficient to build multiple channels 
with strong security simultaneously on a single data server. 
Implementation of the IBKEM to our system and achieve 
anonymous key distribution with one-pass communication 
for clients in batch. 

Key Words: REAL-TIME MOBILE SERVICE, IOT, 
PROVABLE SECURITY, ONE-PASS KEY DISTRIBUTION, 
IDENTITY-BASED KEY ENCAPSULATION MECHANISM. 

1.INTRODUCTION  
 
Key distribution technique is foremost prerequisite for 
establishing secure services, uncustomary where wireless 
channel key extraction techniques cannot be applied to long-
distance communication between a one end to another end. 
A technique of key distribution with one pass 
communication for multiple senders and receivers is able to 
recognize system services, communication compatibility, 
performance scenarios and all system security.  

The basic intension of an identity-based cryptosystem is that 
end users can choose an arbitrary string[1] and there are 
number of key agreement based on bilinear maps. Initially 
primitive applications of pairing based cryptography was a 
tripartite key agreement protocol, utmost identity-based key 
agreement has some assist of key escrow they are: The 
trusted third party is censurable for issuing private keys that 
helps to replevin the session key. 

Comparison done with three categories which are commonly 
used: non-interactive key distribution, key agreement, and 
one-pass key distribution. Both in the non-interactive and 
one-pass key distribution protocols, clients need to register 
and obtain their private keys before distributing session 
keys. We can divide user registration and signing procedure 
into two process the first process  is offline phase which is 
executed to which knowing the message to be sent and the 
second process is called online phase which is performed 

subsequently analyzing the message. The online phase 
should be hypersonic and require only very light reckoning, 
such as integer multiplication [9]. 

II  COMMON PUBLIC KEY TRANSPORT 
MECHANISM 

There are two members involved in the transaction Masy 
and Bab. Whereas Masy wants to generate some of the public 
key and private key and dispense public key to Bab. However 
Bab wants to generate some random session key. Those 
random session key are available to encrypt all the messages 
which Bab needs to send message to Masy.  

Selected session key is used to decrypt original encrypted 
message of Bab which has already sent and also yield 
answers for dispute of having to commit those session key 
over the network that anybody could intercept, administer a 
durable secure channel for communication that both 
Asymmetric and Symmetric Cryptography can transfer 
message between sender and receiver are shown in Figure1. 

 

Figure 1: Using both Public Key Cryptography and 
Symmetric Cryptography to transfer data securely 
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This process is used to contribute non-repudiation that Bab 
use to send the message; if those hash value are recovered 
by Masy which is used by Bab public key provided to that the 
message has not been diversified, only then Bab could have 
procreated the digital signature. Then it must have correctly 
decrypted the session key has correct private key shown 
below in Figure 2.  

 

Figure 2: Public Key Cryptography with Digital Signature 
providing non-repudiation 

III AN IMPROVED ONLINE/OFFLINE IDENTITY-
BASED SIGNATURE SCHEME FOR WSN [9] 

A WSN is a network of dimensional distributed autonomous 
sensors willing to supervise physical conditions WSN 
environment typically subsist of a large number of resource 
constrained sensor nodes and several control nodes. They 
depend on significant reckon resources, and should be 
avoided in the online phase for resourcefulness. 

However, giving authentication for sensor data is of 
unconditional significant in WSN applications and most 
appropriate for actual deployment on the nodes due to their 
energy [9]. These agreements are vulnerable to energy-
depleting denial of service (DoS) attacks and secret key 
distribution problem between senders and receivers is also a 
challenge when spread out WSNs.  

An approach consumes substantial bandwidth and power 
due to the need for transmitting and verification of public 
key certificates. An online/offline signature scheme 
describes that signing of a message is separated into two 

phases. The first phase is enforced offline, which can be 
executed before the message to be signed [1]. 

IV PAIRINGS FOR AUTHENTICATED IDENTITY-
BASED NON-INTERACTIVE KEY DISTRIBUTION IN 
SENSOR NETWORKS [3] 

Key distribution in Wireless Sensor Networks (WSNs) is very 
challenging process where symmetric cryptosystems can 
perform it efficiently, but they often do not proceed a perfect 
trade-off between recoil and storages conventional public 
key and elliptic curve cryptosystem are enumerate on sensor 
nodes. They require exchange and storage of large keys and 
certificates, which is heirloom and Pairing based 
Cryptography (PBC), (i) how can be security in WSNs can be 
bootstrapped using idea of an authenticated identity-based 
non-interactive protocol (ii) present Tiny PBC, it is most 
effective implementation of PBC primitives[3]. 

V    A NEW TWO-PARTY IDENTITY- BASED 
AUTHENTICATED KEY AGREEMENT [5] 

This key agreement can be used to inspire on a new identity-
based key pair derivation algorithm. Portray posture under 
which users of distinctive Key Generation Centers(KGC) can 
accept a shared secret key and gives synopsis of existing 
two-party key agreement protocols, and compare some new 
perspective with existing ones details of computation cost 
and storage requirements.  

The main interpretation is an identity-based cryptosystem is 
that end users can select an arbitrary string[5].The KGC 
verifies that each user has to assert to a specific online 
identifier, the KGC generates their private key and 
communicate using key agreement protocol which can be 
produce using the conventional rate pairing. 

The KGC randomly generates a master secret and enumerate 
a master key disseminate, master public key and the 
constant strings used in the derivation and it will be 
distributed to those users of the system over which a secure 
authenticated channel is commonly used .  

VI CONDITIONAL IDENTITY-BASED BROADCAST 
PROXY RE-ENCRYPTION[4] 

CIBPRE allows a sender to encrypt a message to multiple 
receivers by specifying these receivers’ identities, and the 
sender can delegate a re-encryption key to a proxy so that he 
can convert the initial cipher text into a new one to a new set 
of intended receivers. Therefore, the re-encryption key can 
be collaborate such that only that condition would be 
matching with that cipher texts and can be re-encrypted, 
which let on the original sender to access control over his 
remote cipher texts in a fine-grained manner. An efficient 
CIBPRE scheme with provable security is proposed[4] in the 
instantiated contrivance, the initial cipher text the re-
encrypted cipher text and the re-encryption key are all in 
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constant size, and the parameters to generate a re-
encryption key is sovereign of receivers of initial cipher text. 

VII ID-BASED ONE-PASS AUTHENTICATED KEY 
ESTABLISHMENT [2] 
An ID-based cryptosystem, the identity of an entity has to 
initiate to describe its key and the private key has to bring 
about confidence from a trusted Key Generation Centre One-
pass authenticated key establishment (AKE) are fitted for the 
ID-based environment than two-pass authentication [7] . 
Two protocols are proposed: Protocol I make sure that a 
session key secreted from all other entities except user and 
foreign WSP is entrenched in each run of protocol, by just 
sending one message from the user to the foreign WSP and 
cancel any interference of a third party. Moreover, it does 
not support the enticing properties that multi-round key 
establishment protocols, it only make sure that partial 
forward secrecy and partial KCI is been supported[3].  
Whereas, Protocol II tries to compute, find the problems and 
solution for it by this it abutment all the properties. The 
protocol can substratum both Perfect Forward Secrecy (PFS) 
and Perfect Key Compromise Impersonation (Perfect KCI) 
this makes total computational complexity of Protocol II is 
comparable to that of previous protocol. 
 

VIII   RESULTS ACCORDING TO THE AUTHORS WEI 
WANG AND PENG XU 
Table 1 shows the system parameters, including the related 
hardware and software, and the cryptographic program 
library to code our instances[1]. Table 1 shows the execution 
time of the cryptographic operations in our online key 
distribution instance. In the Key Distribution Phase of the 
online key distribution instance, the execution time to one 
data manager linearly increases with the amount of the 
intended clients, and the communication cost is constant.  

Table 1 shows the execution time of the cryptographic 
operations in our offline key distribution instance. The 
offline key distribution instance, for a data manager, 
communication costs and execution time are both linear 
with the number of the intended clients; a client assumes a 
constant communication cost.  

With further comparison the expenses of key distribution 
and the corresponding security properties in our work with 
that of Wang and Oliveira as being listed in Table 2 for 
computational and communication costs parameter[1]. It 
results that the communication cost linearly increases with 
the number of the predetermined clients. This shows the 
work cannot be achieved in the offline key distribution and 
keep the clients’ anonymity at the same time. 

 
 
 
 

TABLE 1: System parameters and the performance of our 
instances. 

 
Hard
ware 

Intel Core 2 Duo CPU E5300 @ 2.60 GHz 

Comp
iler 

Microsoft Visual C++ 6.0 

Progr
am 
Libra
ry 

MIRACL version 5.4.1 

Biline
ar 
Map 

Elliptic Curve y2 = x3 + A · x + B · x, where A =1 and B 
=1 

Pentanomial Basis tm + ta + tb + tc +1, where m =379, 
a =315, b =301 and c =287 

Base Field 2m Group Order 
q =2m 

+2(m+1)/2 +1 

Performance in the Key Distribution Phase 

  The online key 
distribution 
instance 

The offline key distribution 
instance 

Role Execu
tion 
Time 

Communic
ation Cost 

Executio
n Time 

Communication 
Cost 

Data 
Mana
ger 

≈ 
0.96+ 
N · 
6.168 
ms 

758 bits ≈ 1.92+ N 
· 12.33 
ms 

≈ 1512+ N · 
1024 bits 

 
Client 
IDi 

0 0 0 ≈ 758 bits 

Performance in the   Data Retrieval Phase 

  The online key distribution 
instance 

The offline key 
distribution instance 

Role Execution 
Time 

Communi
cation 
Cost 

Execution 
Time 

Commu
nication 
Cost 

Data 
Mana
ger 

Linear with 
the size of the 
requested 
personal 
records 

0 Linear with the size 
of the requested 
personal records 

 
Client 
IDi 

≈ 5.302 ms + 
The time 
linear with 
|FIDi| 

|FIDi| bits Linear 
with M 
and 
|FIDi| 

M · 128+ 
|FIDi| bits 

The default unit is decimal. 
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TABLE 2: The comparison of the performances of the three 
key distribution methods for one data manager and N 
clients. 

  Our 
work 

Wang 
[11] 

Oliveira 
[12] 

Computational cost 
of a client 

BM BM +2 
· ME 

BM 

Computational cost 
of a data manager 

N · BM 
+ ME 

N · BM 
+ N · 
ME 

N · BM 

Communication cost 
of the key 
distribution 

|G|√bits > N 
·√|G| 
bits 

√0 

Anonymity of the 
clients √ √ 

  

Confidentiality of the 
session keys 

√ 

  Cannot 
periodically 
√ update 
session 
keys 

Achieving the offline 
key distribution 

  ×   

BM: the computational cost for the one-
time bilinear mapping operation; ME: the 
computational cost for the one-time 
modular exponentiation operation; |G|: 
the binary length of the group G. 

  

 

CONCLUSIONS 
 
Computation and comparison of the results becomes very 
important procedure for user behavior trust including trust 
object analysis, evaluation strategy of behavior trust for each 
and long access, it makes that the theoretical foundation of 
trust for the practical cloud computing application.  

It has been proved that the ID-based one-pass AKE protocol 
with a noticeable security analysis in a usually practiced 
procedure. To scrutinize the security of some process, a 
formal security model for AKE protocols in the certificate 
based cryptosystem has been adapted to the ID-based 
environment.  

By continuing this procedure we can make sure that the data 
managers can confidentially retrieve his personal data of 
clients online or offline with the assistance of the cloud while 
preserving the anonymity of these clients at the same time. 
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