Important Note : 1. On completing your answers, compulsorily draw diagonal cross lines on the remaining blank pages.

50, will be treated as malpractice.

2. Any revealing of identification, appeal to evaluator and /or equations written eg, 42+8
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Cyber Crime and Cyber Forensics\m:‘{"’

Time: 3 hrs, k\ Max. Marks: 80
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Note: Answer FI VE full questions, choosing one full questionﬁ@% each module.

Module-1

1 a. Define cyber crime, lm and explain types of cyber crime.
b. Describe categories of cyoe crime with suitable exampus

. OR
2 a. Explain social Engineering w1th su'k ble examples
b. Explain other techniques related WI?‘] socml E"igmeermg with examples.

Moduie-Z
3 a. Explain different law enforcement roles. oy
b. Explain two white collar crime is remtf*d with oiher types of crime.

OR

4 a. List out the different between: bluck hat and white h’u wxﬁ* sultable examples.

b. Explain the following : . -
i) Software Piracy /<
ii) Pornography -
iii) Hacking N
iv) Cracking. > -

o Module-3
5 a. Explain video analysis with an example.
b. Explain the concept of digital forensic.

: OR
6 a. [llustrate various forensic hardware and software tools.
b. Explain windows and Linux system forensics.

Module-4
7 a. Explain e-mail forensic investigation techniques.
b. Explain the following :
i) Recovering deleted evidences
ii) Passward cracking.
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OR

Explain digiflzl evidence collection and preserving techniques.

List and explain e- ma‘l forensic tools.

" Module-5
Explain the basic of Indlan Evidence ACT IPC and CrPl
Explain cyber Laws and Eth"

\‘\

-~ OR

Explain the following :
Mail Bombs
Stalking
Virus Attacks
Obscenity in Internet.
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