Important Note : 1. On completing your answers, compulsorily draw diagonal c%oss lines on the remaining blank pages.

50, will be treated as malpractice.

2. Any revealing of identification, appeal to evaluator and /or equations written eg, 42+8
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Second Semester M.Tech. Degreyeﬂl%ii;\gihination, June/July 2018
Preserving and Recgv@ﬁhg Digital Evidence

3 hrs. {0} 4 Max. Marks: 80

Note: Answer FI !/E Sfull questions, choosing
ONE full question from each module.

, Module-1
What is digital ev1deme" Fxplam the different categories of computer system and different
challenging aspects: ofdlgltal evidence. (08 Marks)
Explain with examp‘e cybertrail. Explain the challenging aspects of the cybertrail. (08 Marks)
& OR
Explain,‘t;he role of digital evidence during investigation process. (08 Marks)
Explain language of computer crime investigation in detail. (08 Marks) ‘
S Module-2

“N hat is investigative reconstruction process? What are its uses? Explain equivocal forenswgz

: fl“analy51s in detail. (08 Mavka)
- Explain technology and law with respect to US(United States) perspective. , (Q& Wiarks)
OR o e Y Lo
What is investigation intrusions? Explain processes as a source of ev1dence for Windows
and Unix. A0 (08 Marks)
Explain the different steps involved in investigative reconstruction. (08 Marks)
Module-3
Explain the different steps used in investigating cyberstalking.- - (08 Marks)

What is an Alibi? Explain investigating an Alibi, Time as ’AI!F‘I dhd location as Alibi?

A (08 Marks)
OR &
Explain an overview of identification and seizure process. (08 Marks)
Explain preservation with sample preservation vfo;'triS£‘ (08 Marks)
Module-4 ‘
Explain how computer intruders operate: .\ (08 Marks)
Explain how cyberstalkers operate it (08 Marks)
~ OR
Briefly discuss about the priva te pubhc and e-mail encryption with example. (08 Marks)
What are the different s*agcs/aessmns of applying forensic science? Explain any four
sessions. : (08 Marks)
i3 Module-5
During the forensic: exammatlon of Windows system, what are the different ways of internet
traces can be reaf)w:red (08 Marks)
List the TCP)/IPIelated digital evidence. Explain any three in detail. (08 Marks)
N OR
Exr‘lam collectlon and examination of handled devices. (08 Marks)
leam TCP/IP related digital evidence in transport layer. (08 Marks)
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