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Important Note : 1. On completing your answers, com

50, will be treated as malpractice.
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‘U«Exp‘iain the operation of 802.11i.

* Note: Answer any FI VE full questions, chodsing
ONE full question from eacli module. .

Module-1

[llustrate symmetric ciplgéf‘ ﬁlodel in detail.
Explain Hill cipher and polyalphabetic substitution cipher.

T ORERS
Describe stream cipher and block cipher in detail.
Draw and explain DES algorithm. ©/~/ . -

Modu\!‘eez,x
Explain RSA algorithm in detail and also explain the security of RSA.

With the help of neat block diagram ei{ﬁiain public key cryptosystem.
7= OR \S -’:; 2

[llustrate DHK with diagram [office Hellman key exchange algorithm].

Describe Elgalmal cryptographic system. NN

Module-3
Explain symmetric key distribution using asymmetric encryption.

Explain the PKI‘X\X-,509 architecture model and PKIX managemei‘l'tvvﬁii}’c;tion.

~A\ OR
Explain remote user authentication principles.
Demonstraté Kerberos version 4 in detail with diagram.

Module-4

Demonstrate the IEEE 802.11i pseudorandom function with diagram.
OR

Explain SSL architecture in brief,

Briefly explain the HTTP connection initiation and closure.
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S Module-5 (AN
Demomtlate and explain PGP. & 20 (10 Marks)
Write a,ch(;rt notes on S/MIME. P (06 Marks)

\ OR (O
Explain IPSec,fpphcatlons in detail. = (06 Marks)
In detail demonstlate ‘Encapsulating Security Payload(ESP) w;th 1ts format. (06 Marks)
Explain transport and tunnel model. NN (04 Marks)
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