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{', e 3 Data Security and Privacy
. ‘Em—rﬁ-ﬁ ﬁh Max. Marks: 100
. .-’h 'IL"- ey
'“?~=-:-- -I.f. Note: 1. Answer any FIVE full questions, choasing ONE full question from each module.
2. M : Marks , L: Bloom’s level , C: Course outcomes.
| - Module — 1 I *vr |
Q.1 ‘ Explain the model for network security with a neat dia: Lranm. lﬂ l 2| C 4‘
‘ b. | What is Steganography? Describe different methods with é:-:ﬂ:‘ﬂpil.:ﬁ- l[lI LE | CO1
- OR -
Q.2 | a. | Explain the play fair cipher encryption and de-:rx'ptmn process with an | 10 | L2 | CO
| example. ‘
‘ ‘ b. | Discuss various substitution techniques used in classicul encryption. ‘ 10 L2 COl
~ Module - 2 _ - _
Q.3 | a. Lxplain the principles of public-key cryptosystem with a neat diagram. 10 L2 CO2
b. | Writc a short note on public key cryptanal VSIS, | 16 ‘ 1.2 | CO2 ‘
¢, | Nlustrate the security features of ECC with examples, 4 1.2 ‘ co2 |
N L
OR i
Q.4 | a. Lxplain the Diffie-Hellman key exchange algorithm with an example and | 10 | L2 | Co2
- diagram.
b. | How does the Man-in-the Middle attack affect Diflie-T1cllman? Explain. |6 ‘ L2 cuzﬂ
¢. | What is the role of a Pseudo Random Number Generator (PRNG) in | L2 Cco2
cryptography? ‘ ‘
a : __ 1
_ Module — 3 _
Q.5 | a. [ Describe key management fundamentals with neat diagram. 10 ‘ L2 CO3 ‘
‘ b. | Explain the governing aspects of key management. 10 1.2 ‘ CO3 |
OR | | -
Q.6 | a. | Discuss the key generation, establishment and storage methods, 1 L2 | CO3
| |
| b. Eﬁplain the importance of key usage and storage in ca'ypm:;j;ﬁiems. ‘ | L2 CO3
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Module — 4
I ' L - - . o . )
1 Q.7 a.  Lxplain web security considerations.

—— —_— e L T
- b. | Hlustrate the working ot Transport Laver Security ({(TLS)

c.  What is a1 Security Parameters Index (SPI) in IP security?

|
- e 1.2 CO4
' , | L2
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L2 Cco4

OR

0.8 | a. | Describe the IP ﬁccurit}-'m'én'iuw and the need for 1P seeurity pﬁ}li:iub. 8 L2 CO4 I
L “J . - i - | :
| b. | What s Encapsulating Security Payload (ESP)? Explain its purposc, i 6 | L2 ‘ CO4
| | C. ‘ llustrate the role and phascs of Internet Key Fxchange (IKE) protocol. 6 L2 CO4 ‘
. P |
. Module — 5 - _‘

0.9 | a. | Discuss various data hiding techniques i text. 10 L2 | COS5
‘ b, Explain the LSB (Least Sieniticant Bit) encoding technique with a suitable _ 10 I.*I_: CO5
: | example. -
‘ 1 . I
| OR _ _

Q.10 ‘ Lxplain watcrmarking and its intuitive and digital methods, 10 L2 CO5
r ['b. | THustrate the process of data hiding in text using innocuous text t:u:hmqum 10| L2 | CO5
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